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Abstract use a wireless medium to transmit information, the mali-
cious nodes can eavesdrop the packets, tunnel them to an-
In this paper, we present a very simple and efficient end- other location in the network and retransmit them at the
to-end algorithm to handle wormhole attacks on ad hoc net- other end. Attackers may use out of band channel, high
works. We provide a lower bound on the minimum number power transmission, packet relay or encapsulation tech-
of hops on a good route. Any path showing lesser hop-nique to tunnel packets to colluding nodes. The tunnel so
counts is shown to be under attack. Our algorithm requires created forms a wormhole. The tunneling procedure gener-
every node to know its location. With very accurate GPS ates an illusion that the two nodes more than one hop away
available, this assumption is not unreasonable. Since ourare in the neighborhood of each other. We call the two nodes
protocol does not require speed or time, we do not needas the victim nodes. Since most of the routing protocols
clock synchronization. maintain a neighbourhood set at each node, false informa-
In the absence of any error in the location, there are no tion about a node’s neighbour can severly affect the discov-
false alarms i.e. no good paths are discarded. We haveered route. If the routing protocol uses the number of hop-
shown that the effect of error in the location information is counts to compute the shortest path, it prevents the routes
negligible. The storage and computation overhead is low. longer than three hops to be discovered between the victim
For a path of length/, it takes onlyO(l) space and time nodes. If the routing protocol uses the round trip delay to
which is less as compared to other end-to-end algorithms compute the shortest path and there exists a fast transmis-
like Wang etal [8]. Their algorithm use®(im) storage sion path (out of band channel) between the two ends of the
and O(Im?) computation time, where m is the number of wormhole, it prevents normal multi-hop routes to be discov-
packets examined. Since their protocol uses speed to deteatred since the tunneled packets travel much faster through
wormholes, they assume the clocks to be loosely synchrothe wormhole than through the normal route. Hence the
nized. route is established through the wormhole. Once a route
has been established through malicious nodes it may drop
or compromise packets.

1 Introduction Several protocols based on the use of special hardware

like directional antennas, GPS and synchronized clocks

Ad-hoc networks have been proposed to support sce-have been designed to secure the ad hoc networks against
narios where no wired infrastructure exists. Several typeswormhole attacks. The protocols based on trust your neigh-
of attacks on ad hoc networks have been discussed in lit-bor policy can not be used for the purpose as the worm-
erature. Some of these (blackhole or grey holes attack,hole attacks the neighbourhood relationships. Wang efal [8
rushing attack, wormhole attacks) cripple the network by have proposed a mechanism requiring only end to end trust.
disrupting the route of the legitimate packets while others They require that the nodes know their positions and as-
(flooding attack) inject too many extra packets in the sys- sume loosely synchronized clock. Each node attaches a
tem thereby consuming system resources like bandwidth,(P,¢) pair whereP is the location of the node at time
memory/computational power of nodes. The destination checks if there is a conflict in the informa-

In this paper, we address the problem of detecting worm-tion sent by various nodes. It computes the moving speed
hole attacks in ad hoc networks. Since the mobile devicesof a node by examining its position at various times. If the



speed is found to be more than a certain thresholthey lying about the hop-count every intermediate node attaches
declare a wormhole on the path. However, if a malicious itsid to the packet, recomputes the MAC code using a secret
node buffers a packet for timg a wormhole may remain  shared key between itself and the destination. If a malgiou
undetected if the distance between the two malicious nodeshode lies about the hop-count, it will have to generate and
is less than the produet= ¢t. To detect such attacks they attach a THL (traversed hop list) to each packet. Though
perform cross packet validation. As a result the protocol the node may be able to generate a fake lisdef it will
incurs a lot of storage and computation overhead. If the not be able to generate their MAC code as it neither has
path length isl and m packets are examined, it requires their keys nor enough computational power. All the checks
O(Im) storage and)(Im?) computation time. To reduce are performed by the destination and intermediate nodes do
this overhead they have proposed another Cell-based Openot verify anything.

Tunnel Avoidance(COTA) mechanism in which they divide Our scheme can be included in the route discovery pro-
the network area into a humber of cells and the time into cess as well as used once a data path has been established to
equal time slots. For every node they store only one recordexamine the path for the presence of wormhole, from time
for one (cell no, time slot) pair thereby achieving a reduc- to time. It can be used as a plug-in for any existing routing
tion of O(m) factor in storage requirement and computation protocol like DSR or AODV.

time. However, there is a trade-off between the storage re-

quirement vs number of false positives/detection capsbili 2 Related Work

and also between the computation time vs number of false

p05|t|ve§/detect|on capability . The wormhole attack in wireless networks was indepen-
In t_h's paper, we propose an end-to-en_d_ meCh"’m's‘mdently introduced by Dahill [1], Papadimitratos [5], and

wherein we provide a lower bound on the minimum num- ., 131 |, [4], authors have described different types of

ber of hops on a good route. Any path showing lesser hOp'wormholes; depending upon the techniques used to tunnel

cr:)unts is sho(\j/vn. to rl]ae unders’;tack. .Ourdpro'tﬁcol reqwregthe packets between the colluding nodes: wormhole using
that every node in the network is equipped with & GPS and gy .5 hslation, wormhole using out-of-band channel, worm-

that every node knows its location. We assume that nOdesnole with high power transmission, and wormhole using
are equipped with secret keys which provide secrecy andpacket relay
authenticity of message between the source and the destina- A partial 'approach to defend ad hoc networks against

tion. The protocol does not' require clock_ synchronization. wormhole attacks is to use a secret method for modulating
The storage and computation overhead'ls I(_)W' We do NOtits over wireless transmissions. Another approach, known
store more than one packet at the d_estlnatlon_ Hence theas RF watermarking, authenticates a wireless transmission
protocol requires only)(l) space and time. without decoding the data, by instead modulating the RF
The idea is very simple. Id is the length of a path be-  \aveform in a way known only to authorized nodes.
tween the source and the destination in terms of the distance Hy etal [3] have introduced the notion of a packet leash
traveled by a packet andis the communication range be- a5 a general mechanism for detecting and thus defending
tween any two nodes then the packet must travel at leastagainst wormhole attacks. The packet leash approach works
[d/r] hops. We show that if the length of the path in  py specifying a maximum allowable distance that a packet
terms of the the number of hop counts is less thafr], can travel. The receiver detects the wormhole attack if it
then there is a wormhole on the path. Conversely, we showfinds that a packet has traveled more than the allowed dis-
that if there is a wormhole on a path and the length of the tance. A leash is any information that is added to a packet
tunnelis> (k/2 + 2)r thenk < [d/r]. In the absence of  designed to restrict the packet's maximum allowed trans-
any error in the location, there are no false alarms. mission distance. They describe two types of leashes: ge-
When the source node sends a wormhole detectionographical leashes and temporal leashes. A geographical
packet, each node attaches its location@istalculated by  leash ensures that the recipient of the packet is within-a cer
adding the distance traveled by the packet in each hop. Withtain distance from the sender. A temporal leash ensures that
the GPS accurate upid feet available, we will show that  the packet has an upper bound onits lifetime, which restrict
the effect of error in the location information is negligthl ~ the maximum travel distance, since the packet can travel
The idea works well for closed wormholes where nodes do at most at the speed of light. The packet leash approach
not lie about their position. However, in open or half-open requires precise knowledge of location or tightly synchro-
wormhole a malicious node may show a large hop-count, nized clocks.
big enough to escape the test or may lie about its position. Several approaches to defend against wormhole attacks,
Our protocol checks a node from lying too much about its require special hardware like directional antennas, GRIS an
position by checking if two consecutive nodes on the path synchronized clocks. Hu and Evans [2] have presented a so-
are in direct range of each other. To detect a malicious noddution that assumes the use of bidirectional antennas being



used for communication between the mobile nodes rather ""
than the communication being omni-directional. They work
by keeping an authentic set of neighbors at every node. If p
a node receives a message from another node, it checks if
it is in the neighborhood set of the node, it accepts it else
discards it. A node validates its neighborhood set with the
help of directional information shared between the nodes. ““
Poovendran and Lazos [6] proposed a graph theoretic
model for characterizing a wormhole attack. Wang and
Bhargava [7] have proposed a solution in which they do not
require any special hardware in the nodes. They take the
distance matrix between the network nodes as an input and
reconstruct the network by calculating the virtual positio by adding the distance traveled by the packet in each hop.
for each node. Detection method focuses on the shape offhe idea works well for closed wormholes where nodes do
the network. For example, a wormhole that pulls two nodes not lie about their position. However, in open or half-open
at extreme ends close to each other through the fake connecvormhole a malicious node may show a large hop-count, or
tion results in a bend in the structure of the network. The may lie about its position. In section 4.1, we will show how

Figure 1. Example to illustrate the lower
bound

wormhole is located by detecting this bending feature. to check a malicious node from lying too much about its po-
sition. To detect a malicious node lying about the hop-count
3 Notations Used every intermediate node attacheddtso the packet, recom-

putes the MAC code using a secret shared key between it-
self and the destination. If a malicious node lies about the
If pairwise keys are used to encrypt the messdges hop-count, it will have to generate and attach a THL (tra-
denote the symmetric shared key between the nddasd  yersed hop list) to each packet. Though the node may be
B. MACk, (M) represents the encryptéd AC code on  gpje to generate a fake list afs, it will not be able to gen-

the messagé/ using the keyK 4. erate their MAC code as it neither has their keys nor enough
Every nodeA can find its geographic location denoted computational power. All the checks are performed by the
by P4. The maximum error in location is denoted by|f destination and intermediate nodes do not verify anything.
a packet is forwarded by a nodeat recorded locatioi®4 Let d be the length of a patR between the sourcg and
and it arrives at nodé3 at recorded locatio’s then the  the destinationD in terms of the distance traveled and,
real distancel s traveled by the packet betweehand B be the communication range between any two nodesk Let
lies between| P4 — Pg|| — 26 and|[Pa — Pp|| + 26. be the number of hops afR. Then, we prove the following
two theorems one of which provides an upper bound on the
4 SEEEP length of the wormhole tunnel. The wormhole is detected if

the length of its tunnel is greater than this bound.

The end-to-end protocol proposed here assumes thatrheorem 4.1 If k < [d/r] then there is a wormhole on the
only the source and the destination trust each other. Thepath

assumption holds in most of the conditions. Once a route
has been established, existence of wormholes is examinegroof 4.1 We will prove the result by proving that on a nor-
several times during the lifetime of the route. The detectio mal good path, number of hops is at leddyr]. See Fig-
packets may be sent separately or the information may beyre 1. Clearly, the number of nodes #his minimum when
attached to the routing packets or the data packets. the nodes are placed as far apart as possible @hdles
Let d denote the length of a path between the source andalong a straight line betwee and D. Since two consec-
the destination measured in terms of the distance travgled b utive nodes or® cannot be placed farther than distance
the packet on the path. Letbe the communication range traveled is< kr or k > [d/r]. Thus, ifk < [d/r] there
between any two nodes. The protocol is based on a verymust be a wormhole tunnel of length greater thaom P.
simple idea that any packet from source to destination must
travel at leasfd/r] hops. For example, iff = 9m and However, the converse of the above theorem is not true
r = 2m then Figure 1 shows that a packet from the nede in general. That is, there may be a wormhole on a path
to t must travel through the nodes, n; . . . n4 resulting in andk > [d/r]. There may be lots of closely placed
a hop count ob. nodes betweey and another node and then there is a
When the source node sends a wormhole detectionlong tunnel betweem and D. For example in Figure 2, if
packet, each node attaches its location drnsl calculated  r = 2m,d = 10m so that[d/r] = 5, butk = 7. Let



dist(S,u1) = Im, dist(uy,uz) = (14 €)m, dist(us,u) =
1m, dist(u, M1) = (1 + ¢)m, dist(M2,v) = 1m, and
dist(v, D) = (1 + e)m thendist(M1, M2) = (4 — 3e)m.
The reason is that there atenodes covering a distance of
(6 + 3¢)m with a long tunnel of lengtt{4 — 3¢)m. Thus
there is a wormhole on the path but> [(d/r)].
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Figure 2. Path through wormhole

In the following lemma, we will bound the number of
good nodes that may occur on a good path spanning som
distance. The idea is if;,no,n3 are on some path then
nz must be outside the range of. This property is satis-
fied in most of the routing protocols like AODV and DSR.
In AODV, Supposeq; broadcasts a route request packet. If
bothns andns are in the range af,, both of them will re-
ceive the packet. I3 is also in the range ofs, it will later
receive the packet from, but will discard it as a duplicate.
Hence no path will be setup through, no, ns.

Lemma 4.1 Let S; denote the intervalir, (i + 1)r] and
d € S; for somei thenk < 2i + 1.

Proof 4.1 We'll prove the claim by induction oh

Fori = 0,d < r, clearly thenD is neighbor ofS and
k = 1. Let the result holds foi < ¢. That is for any
nodeD; whose distancéd; from S along P satisfiesir <
d; < (i + 1)r, the number of hopk; from S to D; satisfies
k; < 2i+1foralli <t. LetD,; be anodewhose distance
d:+1 from S along P satisfies(t + 1)r < di+1 < (t + 2)r.
Consider the part) of P betweenS and D, ;. Let D; be
the neighbor ofD;; on @, then eitherd; € S; for some
i < tord; € Sipq Inthe first case, induction applies and
and hencéy; < 2i+ 1. Thenkyy 1 =k +1<2i4+2 <
2t+2 < 2(t+ 1)+ 1. In the second case, we cannot apply
induction. In this case, leb;, be the neighbor oD; on Q.
Then,d;, € S; for somei < t and hencek;y < 2i + 1.
I’ cannot be inS;, 1 for else D;; would be in the range
of D, and hence they would be neighbors. Thuls;
kp +2<2i+3<2t+3=2(t+1)+1.

From the above lemma it follows that< 2d/r + 1 or
d > (k—1)r/2. Inthe following theorem, we show that the

converse of Theorem 4.1 holds if the tunnel is long enough.

e

Theorem 4.2 If there is a wormhole on a path and the
length of the tunnel i% (k/2 + 2)r thenk < [d/r].

Proof 4.2 Suppose there is a wormhole on a path=
uy,us,...upr1 = D. Since there is a wormhole, there
exists a pair of vertices;, ;1 which form a wormhole.
Also, the distance betweenanduw;; is > (k/2+ 2)r, by
assumption. Then,

d = dist(S,w;) + dist(u;, u;yr1) + dist(u;y1, D)
> =12, 4 (k/24+2)r + —(kféfl)r
=Q2k+1r/2> kr

=k<d/r<[d/r].

Theorem 4.1 shows that if < [d/r] then we are sure
that there is a wormhole on the path. Theorems 4.1 and 4.2
can be combined to give the following algorithm: discard a
path if & < [d/r]. Theorem 4.1 guarantees that no good
path is discarded and Theorem 4.2 guarantees that worm-
hole of length equal to roughly half the length of the entire
path are detected.

When the source sends a wormhole detection packet, it
includes the sourdd, the destinatioid, message if any, its
location, hop-count field set th in the packet and encrypt

it with say MAC code usindg<sp, the shared key between
the source and the destination. Each intermediate abde
attaches itsd to the THL (traversed hop list), stores its lo-
cation in the packet, increments the hop-count and encrypt
it with the MAC code usingX 4 p, the shared key between
the node and the destination. When the destination receives
the detection packet, it calculates the distance travejed b
the packet using the location information and checks the
hop-count announced by the path. If it is less thdpr] ,

it detects a wormhole on the path and broadcasts a message
informing the source to abort sending data packets on the
path.

4.1 Check the attacker from lying

The above scheme requires that each node attaches its
location information in the detection packet. The scheme
works fine in closed wormhole where no node lies about
its position. However, in half-open or open wormhole an
attacker (or colluding attackers) may lie about its (thp@?)
sition(s). To check an attacker from lying, destinatioroals
verifies whether two consecutive nodes are in direct com-
munication range of each other. Consider Figure 2, to an-
nounce that the distance betwe®fil and/2 is small, one
or both of M1 and M2 may lie about their position. In ei-
ther case, at least one of them will go out of the range of
communication of its good neighbor and hence the worm-
hole will be detected.

An attacker may also lie about its hop-count fragfn
It may put a large value in the hop-count of the detection
packet. Letd = 20m andr = 2m. SinceM1 and M2



are colludingM 1 may have an idea of the location df2. [d/r] = [(d' —2kd)/r] butless tharjd’ /] even if its tun-
Let dps10s2 denote the distance betweéhl and M 2. Let nelis long. However, in a practical scenario, with very accu
dyrim2 = 16m. ThenM2 may increment the hop-count rate GPS, the value @kd /r is a much smaller quantity and
by dyin2/r = 8. The destination will then get the packet its effect is not damaging. For example, if the real distance
with the right hop count valug0, and hence the wormhole is 1250m, r = 250m andé = 5m (> 15 feet). Letk = 10,

will go unnoticed. To detect such wormholes, we use the then the recorded distance could1d&0m. We rightly dis-
THL in the detection packet. The attacker may be able to card the paths with hop counts less ttsas [1150/250].

generate a fake list adls, but it will not be able to generate If d = d’'+2k4, then we are putting a tighter lower bound
their MAC code. Hence by examining the THL, wormhole on the number of hops of a good path. Hence it will not
will be detected. affect the wormhole detection capability of the algorithm
but we may have false positives. Thatis, we may miss some
4.2 Detection of wormbhole at the destina- good short paths. For example, if in the above scenario,
tion the recorded distance 1850m then it discards all paths of

length less tha® = [1350/250] and hence good paths of
When the detection packet reaches the destination, it perlength5 are also discarded.
forms the following operations:

1. It verifies that all MAC codes have been computed cor- 0 S€curity analysis

rectly.

Our protocol is able to detect closed wormholes as well
as open and half-open wormholes. Most of the algorithms
designed to defend the ad hoc networks against various

3. Extracts the locations of all the nodes from the packet tyPes of attacks suffer from false positives, (i.e. a good
and computesd by adding the distance traveled by the Path is suspected to be under attack and is discarded) and
packet per hop. If the hop-countin the detection packet false negatives (i.e. a path un_der attack escapes det)sction
is less thard/r], it broadcasts a message to inform Theorem 4.1 guarantees that in the absence of any error in
the source to discard the route. the location, our algorithm does not give false alarms. In

the previous section we showed that even in presence of

4. Else, it will examine the THL in the detection packet. error, wormhole detection capability of the protocol is not
In case there is a wormhole on the path and it has an-affected, however in a very few cases there may be some
nounced a fake hop-count, it will nothave avalid THL. false alarms. Some wormholes of relatively short length

2. It verifies that all pairs of consecutive nodes are in di-
rect range of communication with each other.

Hence the wormhole will be detected. (< (k/2 + 2)r) may escape detection.
4.3 Ezfzct of error in the location informa- 6 Overhead

Every node is equipped with a global positioning system In th|s_ sec_:tlon we present the qverhead due to storage,
(GPS) so that it knows its geographic location. The effect COmmunication , and computation incurred by our protocol
of accuracy of location information is negligible. In a very @nd compare itwith other algorithms.
few cases some good short paths may remain undiscovered.

Let k& denote the number of hops on a path from the 6.1 Storage and Communication Over-

sourceS and the destinatiom. Letd be the traveled dis- head

tance as calculated by the destination and/ldte the real

distance betweefi andD. If there arek nodes on the path, then the size of the
Let P, and P, denote the recorded location of two con- packet isO(k). Hence the communication time per packet

secutive nodes; andu,;; on the path and leP/ andp;, per hop ig0 (k) which is same as that of end-to-end mecha-

be their real positions. ThepP;, — P;+1]|| the recorded dis-  nism of Wang etal. Since in our protocol we do not need to

tance traveled by the packet lies betwegdti — Py, || — 20 perform any cross packet validation, we do not store more

and||P; — P/, || +26, whered is the maximum errorinthe  than one packet at the destination. No storage is used at
location information of any node. Summing it over all the the intermediate nodes and ordk) storage is used at the
hops we get thai lies between!’ — 2ké andd’ + 2k6. destination. This is much less th&nkm) space, where

If d = d' — 2ké, then we are putting a looser lower m is the total number of packets examined, used by end-
bound on the number of hops of a good path. A worm- to-end mechanism of Wang etal. COTA proposed by them
hole may go undetected if it shows a hop count greater thansaves space by storing onty number of packets instead



Storage| Computation | Comm.
Overhead
EndtoEnd | O(km) | O(km+km?) | O(k)
Mechanism
Wang etal [8]
COTA O(c1k) O(c2km) O(k)
SEEEP O(k) O(k) O(k)

Table 1. Table of Comparison

of all the m packets, where; is a constant. The storage

space used by COTA is then(c; k). The constant; de-
creases as a factor callsdnsitivityincreases, by more than

synchronization. The storage and computation overhead is
low.

In the future work, we intend to reduce the length of the
tunnel beyond which the wormhole may be detected. One
approach to achieve this is to relax the bound on the hop
count. For example, if we discard the path if the hop-count
is less tharzd/r instead off d/r| we will be able to identify
wormholes of shorter length. But this introduces a number
of false positives. The real challenge would be to reduce
the length of the tunnel without discarding too many good
paths. Another extension to the work would be to the case
when nodes have variable ranges.
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space can be made arbitrarily small by makgampsitivity
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