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Abstract mission range, so the communication depends on the coop-

eration of intermediate nodes. Most routing protocols in ad

In this paper, we present a very simple and efficient end- hoc networks rely on implicit trust-your-neighbor relatio
to-end algorithm to handle wormhole attacks on ad hoc net- ship to route packets among participating nodes. Lack of in-
works with variable ranges of communication. Most of the frastructure, central controlling authority and the pties
existing approaches focus on the prevention of wormholesof wireless links make Mobile Ad hoc NetworksIANETS)
between neighbors that trust each other. The known end-to~vulnerable to threats in security. Attacks range from pas-
end mechanisms assume that all the nodes of the networlsive eavesdropping in which the attacker may get access to
have same communication range. To the best of our knowl-secret information thereby violating the confidentiality t
edge this is the first attempt to handle variable ranges of active impersonation, message replay, and message distor-
the nodes in an ad hoc network where only the source andtion. Attacks may be by an external source which is not a
the destination are assumed to trust each other. We pro-part of the network and hence does not have valid signatures
vide a lower bound on the minimum number of hops on a or could be from a compromised node within the network.
good route. Any path showing lesser hop-counts is shownChances of a node being compromised in a hostile environ-
to be under attack. Our algorithm requires every node to ment (e.g., a battlefield) with relatively poor physical ro
know its location. With very accurate GPS available, this tection are non-negligible. Therefore, we should not only
assumption is not unreasonable. Since our protocol doesconsider attacks from outside a network, but also take into
not require speed or time, we do not need clock synchro-account the attacks by compromised nodes within the net-
nization. work. Since the external attackers do not have valid digital

In the absence of any error in the location, there are no Signatures, erroneous routing information can be idedtifie
false alarms i.e. no good paths are discarded. We haveusing cryptographic schemes. However, an erroneous mes-
shown that the effect of error in the location information is Sage signed by a compromised node cannot be distinguished
negligible and can be ignored most of the times. The storagefrom a correct message from a non-compromised node us-
and computation overhead is low. For a path of lengtt ing digital signatures.
takes onlyO(/) space and time. Several types of attacks on ad hoc networks have been
discussed in literature. Some of these (blackhole or grey
holes attack, rushing attack, wormhole attacks) crippde th
network by disrupting the route of the legitimate packets
while others (flooding attack) inject too many extra pack-
ets in the system thereby consuming system resources like

Ad-hoc networks [9] have been proposed to support sce-bandwidth, memory/computational power of nodes.
narios where no wired infrastructure exists. They can be set In this paper, we address the problem of detecting worm-
up quickly where the existing infrastructure does not meet hole attacks in ad hoc networks. Since the mobile devices
application requirements for reasons such as security, cos use a wireless medium to transmit information, the mali-
or quality. Examples of applications for ad hoc networks cious nodes can eavesdrop the packets, tunnel them to an-
range from military operations, emergency disaster rétief  other location in the network and retransmit them at the
community networking and interaction between attendeesother end. Attackers may use out of band channel, high
at a meeting or students during a lecture. In Mobile Ad hoc power transmission, packet relay or encapsulation tech-
Networks MANET) each node has limited wireless trans- nique to tunnel packets to colluding nodes. The tunnel so

1 Introduction



created forms a wormhole. The tunneling procedure generimum communication range between any two nodes. We
ates an illusion that the two nodes more than one hop awayassume that maximum allowed communication range,
are in the neighborhood of each other. We call the two nodesis known to all the nodes in the network. In the absence of
as the victim nodes. Since most of the routing protocols any error in the location, there are no false alarms. With
maintain a neighborhood set at each node, false informationsimulation, we will show that wormholes of tunnel length
about a node’s neighbor can severely affect the discoveredc %’“’)rmw are also detected in many scenarios if the
route. I the routing protocol uses the number of hop-counts tunnel length is not too short (when good nodes are placed
to compute the shortest path, it prevents the routes longereasonably far apart).
than three hops to be discovered between the victim nodes. \When the source node sends a wormhole detection
If the routing protocol uses the round trip delay to compute packet, each node attaches its location and range to the
the shortest path and there exists a fast transmission patpacket; distance is calculated at the destination by adding
(out of band channel) between the two ends of the worm-the distance traveled by the packet in each hop. With the
hole, it prevents normal multi-hop routes to be discovered GPS accurate uptth feet available, we will show that the
since the tunneled packets travel much faster through theeffect of error in the location information is negligibledan
wormhole than through the normal route. Hence the routecan be ignored most of the times. The idea works well for
is established through the wormhole. Once a route has beelosed wormholes where nodes do not lie about their posi-
established through malicious nodes it may drop or com-tion or range. However, in open or half-open wormhole a
promise packets. malicious node may show a large hop-count, big enough to
In [2], we presented an end-to-end mechanism to se-escape the test or may lie about its position or range. Our
cure ad hoc networks with nodes of same communicationprotocol checks a node from lying too much about its posi-
range against wormhole attack. In this paper, we extendtion or range by checking if two consecutive nodes on the
our previous work to allow nodes to have variable commu- path are in direct range of each other. To detect a malicious
nication ranges. Most of the existing approaches focus onnode lying about the hop-count every intermediate node at-
the prevention of wormholes between neighbors that trusttaches itdd to the packet, recomputes the MAC code using
each other. The only other end-to-end mechanism proposed secret shared key between itself and the destination. If a
is due to Wang et al [11]. Their algorithm also assumes malicious node lies about the hop-count, it will have to gen-
that all the nodes of the network have same communicationerate and attach a THL (traversed hop list) to each packet.
range. To the best of our knowledge this is the first attempt Though the node may be able to generate a fake lisisoft
to handle variable ranges of the nodes in an ad hoc networkwill not be able to generate their MAC code as it neither has
where only the source and the destination are assumed taheir keys nor enough computational power. All the checks
trust each other. are performed by the destination and intermediate nodes do

We provide a lower bound on the minimum number of not verify anything.
hops on a good route. Any path showing lesser hop-counts Our scheme can be included in the route discovery pro-
is shown to be under attack. Our protocol requires that ev-cess as well as used once a data path has been established to
ery node in the network is equipped with a GPS and that €xamine the path for the presence of wormhole, from time
every node knows its location. We assume that nodes ardo time. It can be used as a plug-in for any existing routing
equipped with secret keys which provide secrecy and au-protocol like DSR or AODV.
thenticity of message between the source and the destina- The paper is organized int® sections. In Section 2
tion. The protocol does not require clock synchronization. and 3, we define the problem and give the state of the art
The storage and computation overhead is low. We do notfor the problem respectively. Section 4 summarizes the no-
store more than one packet at the destination. Hence thdations used in the paper. In section 5 we discuss our algo-
protocol requires only)(l) space and time, wheids the rithm. The wormhole detection capability of the algorithm
length of the path in terms of the number of hops. is discussed in section 6. Computation and storage overhead
The idea is very simple. i is the length of a path be- &€ presented in section 7. Finally we conclude the paper in
tween the source and the destination in terms of the dis-Section 9 suggesting directions for future improvement.
tance traveled by a packet ang, .. is the maximum com-
munication range between any two nodes then the packeR Statement of Problem
must travel at leasfd/rmq. | hops. We show that if the

length & of the path in terms of the the number of hop  The wormhole attack in wireless networks was indepen-
counts is less thafd/r.q. |, then there is a wormhole on  gently introduced by Danhill [1], Papadimitratos [7], and
the path. Conversely, we show that if there is a wormhole [5]. In [6], authors have described different types of
on a path and the length of the tunnelis %T'mam wormholes depending upon the techniques used to tunnel

thenk < [d/rmas| wherep = T=e= andry,;, is the min- the packets between the colluding nodes: wormhole using



encapsulation, wormhole using out-of-band channel, worm- route increasing the chance of malicious node to get
hole with high power transmission, and wormhole using inserted in the route. See figure 3.
packet relay.

1. Wormhole using encapsulation: The source node o
broadcasts a route request packet, received by the ma- Py N -
licious nodelM 1, which encapsulates it and forwards o w - [ ] s
it to M2 via good nodes M2 demarshals the packet u @ o o
and broadcasts it further to the destination. Note that
due to the packet encapsulation, the hop count does not
increase during the traversal through the good nodes. v

See figure 1. ‘\,.,/v./
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Figure 3. wormhole using high power trans-
mission
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‘/’ \z 4. Wormhole using packetrelay: A malicious node relays

packets between two non-neighbor nodes creating an
illusion that they are neighbors.

‘ Good Node ’ Malicious Node In [11], Wang etal have classified wormholes depending
upon whether one, both or none of the two colluding nodes
at the end of the tunnel are visible to the good nodes (we
will call them the victim nodes). See Figure 4. They de-
scribe the wormhole as closed if none of them is visible;
andv get the illusion that they are direct neighbors of each
other. It is called half-open, if the malicious node neas
visible to it but the other end is not visible i two hops
path is established betweenandv. Finally, they call the

Figure 1. wormhole using encapsulation

2. Wormhole using out of band channel: The two col-
luding nodes communicate directly via an out-of-band
high-bandwidth channel using a long-range directional
wireless link or a direct wired link. See figure 2.
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3. Wormbhole using high power transmission: Malacious Figure 4. Types of wormhole

nodes have a high power antenna and hence distant
nodes receive the route request packet faster from the Now consider a nodé& trying to establish a route to
malicious nodes than through the normal multi-hop destinationD. It is possible to establish a path between



S andD through the wormhole as shown in Figure 5. Once it is in the neighborhood set of the node, it accepts it else
a path through a wormhole is established malicious nodesdiscards it. A node validates its neighborhood set with the
may drop or compromise the data packets. help of directional information shared between the nodes.
The approach of Khalil et al in [6] is based tnust your
p [} neighborwhere aguard nodemonitors the traffic going in
o Y and out of its neighbors and informs all other nodes if any
ul B TS of its neighbors misbehaves.
* O u & Poovendran and Lazos [8] proposed a graph theoretic
() 0" model for characterizing a wormhole attack and derived the
necessary and sufficient conditions for any candidate solu-
tion to prevent wormholes. In this approach, a small frac-
tion of the nodes needs to be equipped with a GPS receiver.
0 o v Wang and Bhargava [10] have proposed a solution in which
—0— they do not require any special hardware in the nodes. They
D take the distance matrix between the network nodes as an
O cooinose @ valcous Node input and reconstruct the network by calculating the virtua
position for each node. Detection method focuses on the
Figure 5. Path through wormhole shape of the network. For example, a wormhole that pulls
two nodes at extreme ends close to each other through the
fake connection results in a bend in the structure of the net-
3 Reated Work work. The wormhole is located by detecting this bending
feature.
In[11], Wang et al have proposed a mechanism requiring

A pt)]arltlal appkrogch to defend ad hochn3t¥v0rks g‘gla”_]Stonly end to end trust. They require that the nodes know their
wormhole attacks Is to use a secret method for modu atlr'gpositions and assume loosely synchronized clock. Each

bits over wireless transmissions. Another approach, knownnode attaches &P, t) pair whereP is the location of the

"hode at time. The destination computes the moving speed
of a node by examining its positions at various times. If the
speed is found to be more than a certain threshold, they de-

Hu etal [5] have introduced the ”‘?“0” of a packet Ieas_h clare a wormhole on the path. In [2], we have presented an
as a general mechanism for detecting and thus defendlngilgorithm in which we provide a lower bound on the min-

against \_/vo_rmhole at'gacks. The packet_leash approach Work?’rnum number of hops on a good route. Any path showing
by specifying a maximum allowable distance that a paCkmlesser hop-counts is shown to be under attack. However,

c_an travel. The receiver detects the wormhole attack if _|t both these algorithms assume fixed range for the nodes.
finds that a packet has traveled more than the allowed dis-

tance. A leash is any information that is added to a packet . .
designed to restrict the packet's maximum allowed trans-4 Assumptions and Notations
mission distance. They describe two types of leashes: ge-
ographical leashes and temporal leashes. A geographicat-1 Network Assumptions
leash ensures that the recipient of the packet is within-a cer
tain distance from the sender. A temporal leash ensures that We assume that the authentication of keys can be per-
the packet has an upper bound on its lifetime, which restrict formed by pairwise secret keys or digital signatures. We
the maximum travel distance, since the packet can travelalso assume that the network drops packets only due to
at most at the speed of light. The packet leash approachwormhole. We do not assume any clock synchronization.
requires precise knowledge of location or tightly synchro-
nized clocks. 4.2 Node Assumptions

Several approaches to defend against wormhole attacks,
require special hardware like directional antennas, GRIS an ~ We assume that different nodes may have different com-
synchronized clocks. Hu and Evans [4] have presented a somunication ranges. However, links are assumed to be bidi-
lution that assumes the use of bidirectional antennas beingectional i.e. if a noded can hear another node then
used for communication between the mobile nodes ratherB can also headd. Every node is equipped with a global
than the communication being omni-directional. They work positioning system (GPS) so that it knows its geographic
by keeping an authentic set of neighbors at every node. Iflocation. Though the computation power of the nodes is
a node receives a message from another node, it checks ilimited, it is enough to carry out the computations required

without decoding the data, by instead modulating the RF
waveform in a way known only to authorized nodes.



by security mechanism such as calculation and verification
of digital signatures, and calculation of the MAC code.

4.3 Model of attacker

The attackers do not have the capability to acquire the
secret keys nor the computation power to compute MAC

codes. The attacker may use encapsulation, out-of-band

channel, high power transmission or packet relay to tunnel
the packets through long distances without interferingdnpwit

destination must travel at leas{/r,,.. | hops. For exam-
ple, if d = 9m andr,,,, = 2m then figure 6 shows that a
packet from the node to ¢ must travel through the nodes
ni,ns ...ny resulting in a hop count di. If the range of
any of these nodes was lesser than. the number of hop
counts would only be more.

NN

),

the signals sent by the good nodes. The attackers have a to-

tal control over the wormholes. Once a path is established
through a wormhole, the attacker may forward the packets
or choose to drop them.

4.4 Notations

If pairwise keys are used to encrypt the messdggp
denote the symmetric shared key between the nddasd
B. MACk, , (M) represents the encryptdd AC' code on
the messag@/ using the keyK 4.

Every nodeA can find its geographic location denoted
by P4. The maximum error in location is denoted byIf
a packet is forwarded by a nodeat recorded locatio 4
and it arrives at nodé3 at recorded locatio’s then the
real distancel, g traveled by the packet betweehand B
lies between| P4 — Pg|| — 20 and||P4 — Pg|| +20. Range
of a nodeA is denoted by 4.

5 FEEPVR
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Figure 6. Example to illustrate the lower
bound

When the source node sends a wormhole detection
packet, each node attaches its location and radderal-
culated at the destination by adding the distance traveled
by the packet in each hop. The idea works well for closed
wormholes where nodes do not lie about their position.
However, in open or half-open wormhole a malicious node
may show a large hop-count, or may lie about its position
or range. In section 5.1, we will show how to check a mali-
cious node from lying too much about its position or range.
To detect a malicious node lying about the hop-count ev-
ery intermediate node attachesitsto the packet, recom-
putes the MAC code using a secret shared key between it-
self and the destination. If a malicious node lies about the
hop-count, it will have to generate and attach a THL (tra-

The end-to-end protocol proposed here assumes thaversed hop list) to each packet. Though the node may be
only the source and the destination trust each other. Theable to generate a fake list @fs, it will not be able to gen-

assumption holds in most of the conditions. Once a routeerate their MAC code as it neither has their keys nor enough
has been established, existence of wormholes is examinedomputational power. All the checks are performed by the
several times during the lifetime of the route. The detectio destination and intermediate nodes do not verify anything.
packets may be sent separately or the information may be Let d be the length of a patl® between the sourcé
attached to the routing packets or the data packets. and the destinatio® in terms of the distance traveled and,
We suggest modification to our previous work so that the r,,,,,, andr,,,;,, be the maximum and the minimum commu-
nodes are allowed to have different communication ranges.nication range between any two nodes. k& the number
Most of the arguments there go through for variable rangesof hops onP. Then, we prove the following two theorems
with suggested modifications. Some of the arguments (Ex-one of which provides an upper bound on the length of the
ample in Figures and Theoren’.1) hold trivially whenr wormhole tunnel. The wormhole is detected if the length of
is replaced withr,,,,... Lemmab.1 clearly holds ifr,,;, is its tunnel is greater than this bound.
used instead of. We modify Theorend.2 to take these
changes into account. We repeat these results here for thdheorem 5.1 If k < [d/rna4. | then there is a wormhole
sake of completeness. on the path.
Let d denote the length of a path between the source and
the destination measured in terms of the distance traveledProof 5.1 We will prove the result by proving that on a nor-
by the packet on the path. Let,,. be the maximum com-  mal good path, number of hops is at leddl/r,,...|. See
munication range between any two nodes. The protocol isfigure 6. Clearly, the number of nodes ¢his minimum
based on a very simple idea that any packet from source towhen the nodes are placed as far apart as possible &nd



lies along a straight line betwee$iand D. Since two con-
secutive nodes o cannot be placed farther than,,,.,
distance traveled i< krpqq. OF k > [d/Tmaz]. Thus, if

k < [d/rmas | there must be a wormhole tunnel of length
greater thanr,,, . on P.

However, the converse of the above theorem is not true
in general. That is, there may be a wormhole on a path
andk > [d/rmaz]. There may be lots of closely placed
nodes betweefl and another nodeand then there is along
tunnel betweem andD. For examplein figure 5, if,,4. =
2m,d = 10m so that[d/rm..| = 5, butk = 7. Let
dist(S,u1) = 1m, dist(u1,uz) = (1 +€)m, dist(ug, u) =
Im, dist(u, M1) = (1 + ¢)m, dist(M2,v) = 1m, and
dist(v, D) = (1 + ¢)m thendist(M1, M2) = (4 — 3¢)m.

The reason is that there atenodes covering a distance of
(6 + 3¢)m with a long tunnel of lengtt{4 — 3¢)m. Thus
there is a wormhole on the path but> [d/7qz |-

In the following lemma, we will bound the number of

good nodes that may occur on a good path spanning SOMiscard a path it: < [d/rmas]

distance. The idea is ify,no,n3 are on some path then
nz must be outside the range of. This property is satis-
fied in most of the routing protocols like AODV and DSR.
In AODV, Supposeq; broadcasts a route request packet. If
bothns andns are in the range af,, both of them will re-
ceive the packet. lfi5 is also in the range of,, it will later
receive the packet froms but will discard it as a duplicate.
Hence no path will be setup through, ns, ns.

Lemmab.1 LetS; denote the intervalirin, (i + 1)7min]
andd € S; for somei thenk < 27 4 1.

Proof 5.1 We'll prove the claim by induction on

Fori = 0,d < 7min, Clearly thenD is neighbor ofS
andk = 1. Let the result holds foi < ¢. That is for
any nodeD; whose distancé; from S along P satisfies
Tmin < di < (i + 1)rmin, the number of hops; from
S to D; satisfiesk; < 2¢ 4+ 1forall i < t. Let D;qq
be a node whose distanek,; from S along P satisfies
(t 4+ Drmin < dig1 < (t + 2)rmin. Consider the part)
of P betweenS and D,,. Let D; be the neighbor oD, ,
on @, then eitherd; € S; for somei < tord; € Si41 In
the first case, induction applies and and hehgel 2 + 1.
Thenki1 =k +1<2i+2<2t4+2<2(t+1)+1.

Theorem 5.2 If there is a wormhole on a path and the
length of the tunnelis 2243y, thenk < [d/rmaz],
Wherep - TTIL(L.’L‘/TTILiTL'

Proof 5.2 Suppose there is a wormhole on a path=
uy,us,...upr1 = D. Since there is a wormhole, there
exists a pair of vertices,;, u;,+1 which form a wormhole.
Also, the distance betweenandu, 1 is > 2227, by
assumption. Then,
d = dist(S,u;) + dist(wi, uiy1) + dist(uiy1, D)
> (i_12_1) T'min + 2k§p+3 Tmax + wrmzn
_ (1,—12—1) rm;m + 2k§p+3
= %;—?krmm > krmaz-
=k <d/rmazr < [d/Tmaz |-

Tmax

p

(k—i—1)
T =

TTIL(L.’L‘

Theorem 5.1 shows that ¥ < [d/rma.| then we are
sure that there is a wormhole on the path. Theorems 5.1
and 5.2 can be combined to give the following algorithm:

. Theorem 5.1 guarantees
that no good path is discarded and Theorem 5.2 guarantees
that long wormholes are always detected. With simulation,
we will show that when nodes are placed reasonably far
apart the length of the tunnel is not too short and we are
able to detect wormholes of length %rmm also.

When the source sends a wormhole detection packet, it
includes the sourcel, the destinationd, the pathid, mes-
sage if any, its location, its range, hop-count field sdt, ia
the packet and encrypt it with say MAC code usiigp,
the shared key between the source and the destination. Each
intermediate nodel attaches itsd to the THL (traversed
hop list), stores its location and range in the packet, incre
ments the hop-count and encrypt it with the MAC code us-
ing K 4p, the shared key between the node and the destina-
tion. The delivery of wormhole detection packet is shown in
figure 7. When the destination receives the detection packet
it calculates the distance traveled by the packet usingthe |
cation information and checks the hop-count announced by
the path. Ifitis less thafd/r,.. | , it detects a wormhole
on the path and broadcasts a message informing the source
to abort sending data packets on the path.

In section 5.3, we will show that with the GPS accurate
upto 15 feet, the effect of error in the location informa-

In the second case, we cannot apply induction. In this case tion does not affect the detection capability of our protoco

let D;; be the neighbor oD; on@. Thend, € S, for some
¢ < t and hencek;; < 2i + 1. I’ cannot be inSy,; for else
D41 would be in the range oD;; and hence they would
be neighbors. Thuk,; = ky +2<2i+3<2t+3 =
2(t+1)+ 1.

From the above lemma it follows that< 2d/r,:n + 1

However, the error may sometimes lead to false positives.
5.1 Check the attacker from lying

The above scheme requires that each node attaches infor-
mation about its location and range in the detection packet.

ord > (k — 1)7min/2. In the following theorem, we show The scheme works fine in closed wormhole where no node
that the converse of Theorem 5.1 holds if the tunnel is long lies about its position. However, in half-open or open worm-
enough. hole an attacker (or colluding attackers) may lie about its



S:HC =1 (a) If the hop-count in the detection packet is less

hs = MACk,, (S, D, M,id, Ps,rs, HC) than[d/rpq. ], it broadcasts a message to inform
S—>A:(S,D,M,id, Ps,rs, HC, hs) the source to discard the route. (Once it has been
A:HC + + verified in step2 that nodes are not lying about
A:ha=MACk,,(ReceivedPacket, A, Py, 14, HC) their locations and ranges,iif,,.. is not known,
g— ;CJ‘B : (ReceivedPacket, A, Pa,7a, HC, ha) it may be computed from the packets received.)

: + +

(b) Else, it will examine the THL in the detection
packet. In case there is a wormhole on the path
and it has announced a fake hop-count, it will not
have a valid THL. Hence the wormhole will be
detected.

B :hp = MACk,,(ReceivedPacket, B, Pp,rp, HC)
B— > D : (ReceivedPacket, B, Pg,rp, HC, hp)

Figure 7. Delivery of wormhole detection
packets

5.3 Effect of error in the location informa-
tion

(their) position(s). To check an attacker from lying, des-
tination also verifies whether two consecutive nodes are in  Every node is equipped with a global positioning system
direct communication range of each other. Consider figure 4(GPS) so that it knows its geographic location. The effect
(c), to announce that the distance betwdén and M2 is of accuracy of location information is negligible. In a very
small, one or both ofi/1 and M2 may lie about its(their)  few cases some good short paths may remain undiscovered.
position(s). In either case, at least one of them will go out  Let k& denote the number of hops on a path from the
of the range of communication of its good neighbor and sourceS and the destinatio®. Letd be the traveled dis-
hence the wormhole will be detected. This holds true eventance as calculated by the destination andl/idie the real
if M1 or M2 or both simultaneously lie about its (their) distance betweef andD.
location(s) and range(s). Let P, andP;; denote the recorded location of two con-

An attacker may also lie about its hop-count frgfn secutive nodes; andu;; on the path and leP/ and P/,
It may put a large value in the hop-count of the detection be their real positions. ThehP; — P, || the recorded dis-
packet. Letd = 20m andr = 2m. SinceM1 and M2 tance traveled by the packet lies betwéldtf — P/, || — 20

are colludingM 1 may have an idea of the location bf2. and||P{ — P/, ||+ 26, whered is the maximum error in the
Let dar1a2 denote the distance betweéhfl and M 2. Let location information of any node. Summing it over all the
dyria2 = 16m. ThenM?2 may increment the hop-count  hops we get thai lies betweenl’ — 2ké andd’ + 2k4.

by dyia2/r = 8. The destination will then get the packet If d = d’' —2k0, then we are putting a looser lower bound

with the right hop count valug0, and hence the wormhole on the number of hops of a good path. A wormhole may go
will go unnoticed. To detect such wormholes, we use the undetected if it shows a hop count greater théfr,,,q. | =
THL in the detection packet. The attacker may be able to [(d’ — 2k§)/r] but less tharid’ /7., | even if its tunnel is
generate a fake list adls, but it will not be able to generate long. However, in a practical scenario, with very accurate
their MAC code. Hence by examining the THL, wormhole GPS, the value dtkd /7., is @ much smaller quantity and
will be detected. its effect is not damaging. For example, if the real distance
is 1250m, e = 250m andd = 1m. Letk = 10, then
the recorded distance could b230m. We rightly discard
the paths with hop counts less thiar- [1230,/250].

If d = d’'+2kd, then we are putting a tighter lower bound
on the number of hops of a good path. Hence it will not
‘affect the wormhole detection capability of the algorithm
but we may have false positives. Thatis, we may miss some
good short paths. For example, if in the above scenario,
the recorded distance 1270m then it discards all paths of
length less tha® = [1270/250] and hence good paths of
length5 are also discarded.

5.2 Detection of wormhole at the destina-
tion

When the detection packet reaches the destination, it per
forms the following operations:

1. Itverifies that all MAC codes have been computed cor-
rectly.

2. It verifies that all pairs of consecutive nodes are in di-
rect range of communication with each other.
6 Security analysis
3. Extracts the locations of all the nodes from the packet
and computed by adding the distance traveled by the Our protocol is able to detect closed wormholes as well
packet per hop. as open and half-open wormholes. Most of the algorithms



designed to defend the ad hoc networks against various
types of attacks suffer from false positives, (i.e. a good
path is suspected to be under attack and is discarded) an
false negatives (i.e. a path under attack escapes detection
Theorem 5.1 guarantees that in the absence of any error if
the location, our algorithm does not give false alarms. In
the previous section we showed that even in presence o
error, wormhole detection capability of the protocol is not

affected, however in a very few cases there may be some
false alarms. Some wormholes of relatively short length

2kp+3 H
(< §p Tmaz) MAY €scape detection.

7 Overhead

In this section we present the overhead due to storage
communication , and computation incurred by our protocol.

7.1 Storage, Communication and Compu-
tation Overhead

If there arek nodes on the path, then the size of the
packet isO(k). Hence the communication time per packet
per hop isO(k). No storage is used at the intermediate
nodes and onlyY (k) storage is used at the destination.

Computing the MAC code at the intermediate nodes and
verifying them at the destination does not take much time.

Checking whether consecutive nodes are in direct range mpath was established.

not involves onlyO(k) pairs. Hence this step takéxk)
time. Similarly, computing the distance between consec-
utive nodes and adding them to compute the distance be
tween the source and the destination requires @nly)
computation time. Examining the THL of leng€(k) will

take onlyO(k) time.

8 Simulation Results

We tested the performance of our wormhole detection
approach through simulation. The simulations were carried
outin NS2.

8.1 Simulation setup

We implemented the proposed protocol using Network

Simulation Duration | 1000 seconds
Simulation area 1500m * 1500m
dNumber of mobile| 50
nodes
1 Transmission Range| 150m — 275m
Movement model Random waypoint
Traffic type CBR(UDP)
Data payload 512 bytes
Pause Time 500 seconds

Table 1. Simulation Parameters

[d/rmas | is less than or equal to the received hop count, it
sends RREP otherwise it discards RREQ packets.

8.2 Results

Network topology was generated in two ways. One was
user generated and another was generated randomly in NS2.
In NS2 generated topology, we considered a connection
scenario between nodes sagndt. Six paths were found
betweens andt. Wormholes of varying tunnel length were
created on one of these paths. It was found that whenever
the tunnel length was greater théﬁ”pﬁrmm, the worm-
hole was always detected and the shortest wormhhole free
In many cases, we were also able to
detect and isolate wormholes of length shorter than this. Fo
example forp = 1.8,k = 3, ((2pk + 3)/2p)Tmas = 1050,
we were able to detect wormholes of leng@m. We stud-

ied more connection scenarios and similar results were ob-
tained.

We also created a topology in which we studied worm-
hole on more than one paths for a connection scenario. Our
algorithm was able to detect and isolate both of them and
established a wormhole free path.

9 Conclusion and future work

We have presented a very simple end-to-end algorithm to
handle wormhole attacks on ad hoc networks with variable
communication ranges. We have suggested to discard a path
with hop count less thafd/r.,,...|. In the absence of any

Simulator NS2 [3]. AODV is chosen as the routing proto- error in the location, there are no false alarms i.e. no good
col and is updated to combine with detection mechanism.paths are discarded. However wormhole tunnels of length
Source initiates the routing request with attached locatio less than%;’—“rmm may be missed. We have shown that
information and its range. When the intermediate node for- the effect of error in the location information is negligibl
wards the routing request it also attaches its locationgalon and can be ignored most of the times. The protocol does
with its range to the request packet. When the destinationnot require clock synchronization. The storage and compu-
receives the request it computes the distance traveledeby thtation overhead is low.

RREQ packet using location information attached by each
node on the path. Finally, it calculatéd/r,,...] and com-
pares it with the received hop count in RREQ packet. If

In the future work, we intend to reduce the length of the
tunnel beyond which the wormhole may be detected. One
approach to achieve this is to relax the bound on the hop



count. For example, if we discard the path if the hop-count [11] Weichao Wang, Bharat Bhargava, Yi Lu, and Xiaoxin

is less tharRd /7, instead of[d/rq. ] we will be able

to identify wormholes of shorter length. But this introdace

a number of false positives. The real challenge would be to
reduce the length of the tunnel without discarding too many
good paths.
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